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                                                           Abstract 

 

The world is evolving rapidly in the field of technology and the old methods of 

documentation, data saving and information sharing are moving towards 

digitalization. Computers and digital devices are used globally.  And electronic 

devices can serve as important sources of evidence. It would be an oversight not to 

accept and admit this electronic and digital evidence. In this research paper an 

attempt has been made to discuss the laws related to the admissibility of 

electronic/digital evidence in Pakistan and the legal lacunas.  The admissibility of 

digital evidence will be discussed in light of international practices regarding such 

evidence and judicial precedents pertaining to it.  In conclusion, recommendations 

for amending laws and introduction of methods for admissibility of electronic 

evidence in Pakistani Judicial System will be made. 
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1. Evidence: 

The word evidence is derived from the Latin word “evidens or evidere” which means “to 

show clearly, to make clearly visible to the sight, to discover clearly, to ascertain and to prove, 

etc”.1  

Evidence can be any material, or anything that one can read or experience or see and is told 

that makes him/her believe the truth of something or its existence. Evidence can be some 

information which provides reasons to believe that any particular fact or set of facts is true, 

and evidence can be used in the court “to prove or try to prove something.” 

Evidence can be documentary, oral or heresay. As per Fitzjames Stephen evidence has the 

following meanings; “testimony, relevancy, exhibiting things in the court and facts are proved 

to exist by the exhibition of such things”.2  Whereas Salmond defines evidence as “…any fact 

which possesses probative force”.  

Probative force is the quality by virtue of which the court presumed that one fact is evidence 

of another fact.  

Evidence may also be defined as; 

‘“...methods, means, or procedure by means of which some facts, documents, or condition 

of things relevant to the issue in the trial or an action is proved or disproved and it includes 

all legal means allowed, which tend to either prove or disprove the fact in issue; but it does 

not include mere arguments.”3  

According to Jeremy Bentham;  

“Evidence is some matter of fact that is presented to the judge to produce in the judge’s 

mind persuasion of some other material fact necessary for decision.”4 

In the words of Sidney Phipson; 

“Evidence means testimony whether, documentary, oral or real, which may be legally 

received in order to prove or disprove a fact in dispute.”5 

                                                           
1 Field, C.D., “The Law of Evidence in British India, 5th ed., Calcutta and London”, 1894, p. 3 
2 Montrose, J. L., ‘Basic Concepts of the Law of Evidence’ in Evidence and Proof edited by William Twining 

and Alex Stein, Aldershot et al, 1992, pp. 347-375 at p.350; Stephen, James Fitzjames, An introduction to Indian 

Evidence Act, Calcutta, 1872, 2nd imp. 1904, p. 4 
3 Kinney, Alex, Student's Guide to the Law of Evidence in India, Calcutta, 1914 
4 Postema, Gerald, ‘Facts, Fictions and Law Bentham on the Foundations of Evidence’ in Facts in Law edited 

by William Twining, Wiesbaden, 1983, pp. 38-64 at p. 39 
5 H. B., “Manual of the Law of Evidence: Sidney L. Phipson, M.A. Fifth Edition. By Roland Burrows, K.C., and 

C. M. Cahn, B.A. Sweet & Maxwell, Ltd.1935. Xlvii and 344 Pp. (12s. 6d. Net.)” (1936) 6 The Cambridge Law 

Journal 141 
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Summarily, Legal evidence is any material evidence, or assertion of facts presented to any 

competent court or tribunal as a source of discovery of the truth of any factual allegations 

under the pre-existing investigation. The decisions of the court must be based on the facts 

found in the face of evidence, it is the basic function of the court to carry out the necessary 

steps to hear and take the evidence. The law of evidence in various jurisdictions comprises 

laws and regulations on methods of testifying and presenting facts in court, which include the 

presentation of material, data, information, documents and testimony of witnesses or 

confirmation of law.  

2. Electronic Evidence and the Legal Regime of Pakistan 

The world is changing from the traditional system of documentation towards digitalization 

and electronic system of documents. Electronic evidence is accepted in the courts of law 

within different countries around the world. In this chapter we will discuss in detail about the 

electronic/digital evidence, means of electronic/digital evidence, admissibility and 

authenticity of electronic/digital evidence, digital forensics process, scope and nature of 

electronic evidence in Pakistan.  

2.1. Electronic Evidence:  

Electronic evidence is also referred to as “digital evidence” or “computer evidence”. The word 

electronic or digital is often used in computers and electronic systems specifically where the 

information from the traditional written or documentary form changes into binary digital 

formation. Electronic/Digital evidence is any electronically stored information that can be 

presented before any court of law in a trial or lawsuit.  

In the words of Casey digital evidence is;  

“Any data stored or transmitted using a computer that support or refute a theory of how 

an offense occurred or that address critical elements of the offense such as intent or alibi.”6 

The term “electronic evidence” relates to any evidence generated through  an electronic or 

mechanical process which is relevant in proving or disproving any fact or fact in issue. 

Electronic evidence is defined as, “Information that is of probative value stored and 

                                                           
6 Eoghan Casey, Digital Evidence and Computer Crime (3rd edn, Academic Press 2011) 
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transmitted in binary form”.7 Later the term “binary” was changed into “digital”. While the 

term binary represents the storing formation of all kinds of digital information and the term 

digital includes a wide range of data. So, the term electronic evidence can be defined as; 

“Data that is communicated, stored or manipulated by any electrical device, computer 

system or transmitted through a communication system having potential to make the 

factual account more or less probable than it would have been without the evidence.”8  

This definition of electronic evidence has three elements in it: 

1) It includes any evidence stored, formed, manipulated and created in any electronic device 

that in a broader sense is considered as a computer. 

2) These computer devices include computer systems, smart cards, phone systems, wireless 

devices, networks, PC’s, navigation systems, desktop computers, laptops, storage devices, 

flash devices etc. 

3) This evidence includes only the data that is “relevant to the fact or the case because of 

which any dispute, whatever the nature of the dispute, is decided by the court of law.”9 

Electronic evidence is accepted unanimously worldwide as “documentary evidence, real 

evidence and circumstantial evidence”.10 The National Institute of Justice (United States of 

America) defined electronic evidence as, “any information present in binary form and that 

information is reliable and can be present in the court of law”. It is something that is present 

on a hard drive, flash card in camera, a cell phone, and laptop etc.  

Electronic evidence is usually related to electronic crimes. For-example, a mobile phone call 

record or an email address may reveal ulterior motives or malicious intentions of an accused 

and his relation with other criminals.11  

                                                           
7 Scientific Working Group on Imaging Technologies (1999); Definitions and Guidelines for the Use of Imaging 

Technologies in the Criminal Justice System [on-line]. Forensic Science Communications, 1(3). Available: 

http://www.fbi.gov/ hq/lab/fsc/ backissu/oct1999/swigit2.html.  Scientific Working Groups on Digital Evidence 

and Imaging Technology, ‘Best practices for digital evidence laboratory programs glossary: version 2.7’. 
8 Dubey V (2017) “Admissibility of Electronic Evidence: An Indian Perspective.” Forensic Res Criminol Int J 

4(2): 00109. DOI: 10.15406/frcij.2017.04.00109. https://medcraveonline.com/FRCIJ/FRCIJ-04-00109.pd 
9 Ibid.  
10 Sayed Sikanadar Shah Haneef “Modern means of proof: Legal basis for its accommodation in Islamic law.” 

Arab Law Quarterly 20, no. 4 (2006), p. 21. 
11Office of Justice Program, National Institute of Justice, Digital Evidence and Forensics. 

https://www.nij.gov/topics/forensics/evidence/digital/Pages/welcome.aspx 
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Electronic evidence includes any data, information sent or received by any electrical device 

which can be utilized during investigation. Cyber Centre has explained electronic evidence or 

digital evidence as:  

“Information or data of probative value to any investigation that is received by, stored on 

or transmitted by any electronic device such as text messages, internet surfing, internet 

searching, emails, pictures, videos etc. are some important means of digital evidence.”12 

Scientific working group on imaging technologies (SWGDE) 1999 has explained some of the 

terms that are related to digital/electronic evidence; 

1) Electronic Evidence: Information of probative value transmitted or stored in digital form. 

2) Data Objects: Objects or information associated with any physical item that is of important 

value for any case. Such information or objects may be present in different forms without 

changing the original information. 

3) Physical Items: These are those items on which data objects and information may be stored 

and transferred.  

4) Original Digital Evidence: Physical items or data objects that are associated with such 

items at the time of seizure, preservation or acquisition of that evidence. 

5) Duplicate Digital Evidence: An exact and accurate digital reproduction of all data objects 

contained on an original physical item 

6) Copy: An exact recreation of the digital information present on any physical item 

separately and independent from its original physical item.13  

The phrase “Modern devices and Techniques” was used by Justice John Marsh for the first 

time in a leading case “Rex vs Maqsood Ali”14 in 1965 as the concept of electronic evidence 

or digital evidence was not present in the Evidence Act, 1872.  

Evidence that has become available because of modern devices is accepted under Qanoon-e-

Shahadat Order, 1984 under the Article 164 which says that:  

                                                           
12 Cyber Center is a collaborative project of the International Association of Chiefs of Police (IACP), the National 

White Collar Crime Center (NW3C) of the United States, and the Police Executive Research Forum (PERF). 

Website: www.iacpcybercenter.org 
13 Carrie Morgan Whitcomb, “An Historical Perspective of Digital Evidence: A Forensic Scientist’s View”, (1st 

edn, International Journal of Digital Evidence 2002). 
14 AIR [1965] 2 ALL 464 AIR. 
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“In such cases as the Court may consider appropriate, the Court may allow any evidence 

that may have become available because of modern devices or techniques.”15 

Device is a thing adapted or created for specific purpose16 and by technique any particular 

method, process or design is referred to. The term device has been explained in Prevention of 

Electronic Crimes Act, 2016 under section 2(1)(o) as device is anything which includes any 

electronic or virtual tool which is not in physical form, any automated, self-executing, 

autonomous devices, programs or information systems, any password, code or data in 

electronic form by which the whole or any part of an information system is capable of being 

accessed.17 We can classify the electronic/digital evidence in the following manner: 

● Documentary Evidence, which includes digitized documents, forms, information etc.  

● Video Evidence, which includes video recordings such as CCTV footage. 

● Pictorial Evidence, which includes pictures etc. 

● Data Evidence, any data present in digitalized or computerized form. 

After Qanoon-e-Shahadat Order 1984 (QSO) paved the way for the admissibility of evidence 

available through modern devices by insertion of Article 164. Another important and major 

effort that was made was in the form of promulgation of law named as Electronic Transaction 

Ordinance which was the first step taken by the Government of Pakistan to recognize 

electronic/digital medium legally. The word electronic in Pakistan was first explained in 

Electronic Transaction Ordinance 2002 (ETO) which defines electronic as “Electronic 

includes electrical, digital, magnetic, optical, biometric, electrochemical, wireless, or 

electromagnetic technology”.18 ETO was promulgated in Pakistan to further clarify the 

matters related to electronic/digital documents and electronic evidence. 

2.2. Means of Electronic Evidence:  

As already discussed, electronic evidence is any evidence that is generated through electronic 

means and electronic systems. With the evolution in technology, sources of electronic 

evidence are increasing day by day. Following are some of the important means of electronic 

                                                           
15 Qanoon-e-Shahadat Order 1984, Article 164. 
16 The Australian Oxford Dictionary, 2nd Ed. (2004). Melbourne: Oxford University Press 
17 PECA, 2016 s. 2(1)(o) 
18 Section 2(1) Electronic Transaction Ordinance, 2002. 
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evidence which are accepted within different judicial systems around the world as well as in 

Pakistan.  

2.2.1. Tape Recorder:  

Tape recorder speeches or conversations are admissible as evidence.19 Audio cassettes can be 

produced and relied upon in the court of law. Tape record communications and conversations 

can be presented before the court provided that transcript is prepared under the supervision of 

any independent person and voice of the person in the tape record communication shall be 

identified otherwise it cannot be admitted as evidence.20  

2.2.2. Video Recordings and CCTV Footages: 

 Video recordings can be admitted as an electronic evidence, superior courts have set out 

principles for proving the video recordings. It can be proved by the person who has recorded 

it or by affidavit by the same person who has recorded the video.21 CCTV footage can also be 

admitted as evidence upon proving the authenticity of the footage.22 

2.2.3. Press clippings and Press reports: 

 In Benazir Bhutto`s23 as well as Mian Shahbaz Sharif`s24 case Supreme Court of Pakistan held 

that Press reports and clippings are admissible in evidence subject to exceptions and recently 

Islamabad High Court has also counted press clippings as evidence. Courts have powers to 

take judicial notice of prints and electronic media reporting for forming opinion.25   

2.2.4. Photographs:  

Pictures and photographs come within the ambit of documents26. Photographs are admissible 

as evidence but the presenter has to prove that such photograph is not altered or tampered27, 

the production of the photographs cannot be accepted as proof of any fact.28  

                                                           
19 [2000] CRLJ 755 
20 [1986] CLC 1786 
21 [2001] YLR 448. 
22 PLD 2016 SC 2084. 
23 PLD [1998] SC 388. 
24 PLD [2004] SC 583. 
25 Afrasiab Ahmed Rana, “Admissibility of Evidence Produced via Modern Devices and Techniques: A look in 

Pakistani Perspective” [2021] SSRN Electronic Journal 71.   
26 2002 PCRLJ 1765. 
27 PLD 2003 Kar 148. 
28 [1990] CLC 331. 
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2.2.5. Global Positioning System:  

Geofencing is a “location-based service in which application or other software uses Global 

Positioning System (GPS), Radio Frequency Identification (RFID), Wireless Fidelity (Wi-Fi) 

or mobile phone data to response a pre-programmed action when a cellular device enters or 

exits geo-graphical boundaries.29 Courts in Pakistan have accepted the evidence through GPS. 

2.2.6. Polygraph Test: 

 A polygraph test also referred to as lie detector test in which an electronic device with 

procedures that records and measures several physiological indicators such as pulse rate, skin 

conductivity, respiration and blood pressure of the person is measured while a series of 

questions are asked from the person and he answers them.30 Polygraph tests are admissible as 

evidence around different judicial systems of the world, but in the case of Pakistan polygraph 

tests cannot be relied upon in the courts of law.  

2.2.7. Mobile devices information: 

 The information available through mobile devices, communication devices such as SMS is 

admissible as evidence.31 Call data record (CDR) which is also an important source of 

information can be used as evidence in the trial. The CDR shall be signed by the authorized 

officer of the same company providing for the information.32 Similarly, the fax also comes in 

the ambit of article 164 thus the fax reports can also be used as evidence.33 

2.3 Digital Forensics:  

Collection of electronic/digital evidence, its examination and authentication has become a new 

science these days. When it comes to digital evidence, we can say that digital forensics is a 

crucial and important task that helps the forensics team to identify, analyze, evaluate and 

collect evidence that is stored in a number of different types of electronic devices. The 

preservation of electronic/digital evidence is the most critical part after identification being 

                                                           
29 https://www.cio.com/article/288810/geofencing-explained.html. 
30 J P Rosenfeld (1995). "Alternative Views of Bashore and Rapp's (1993) alternatives to traditional polygraphy: 

a critique". Psychological Bulletin. 117: 159–66. 
31 PLD 2015 Lah 231. 
32 [2018] YLR 2363.  
33 See supra note 20 p [73]. 



  Journal of Law and Social Policy 
  Volume 4, Issue 1, September 2022 

35 
 

followed by the scrutinizing of evidence and its presentation in such a way that is legally 

acceptable.  

2.3.1. Recovery of Digital Evidence:  

International Organization on Computer Evidence 2002 (IOCE) has considered the following 

principles as the general principles that can be applied for the recovery of the electronic 

evidence in their “Guidelines for best practice in the forensic examination of digital 

technology”. These principles are: 

1) The general provisions of evidence should be applied to all the forms of electronic 

evidence. 

2) Actions taken while seizing the digital evidence should not change that evidence in any 

aspect. 

3) The person who is responsible for accessing that original electronic/digital evidence should 

be suitable for this job and well trained. 

4) All of the activities related to the recovery of digital evidence including its seizure, storage 

or transfer has to be completely documented, saved and must be available for review. 

5) The person who is taking actions regarding collection of electronic/digital evidence is 

solely responsible for the electronic/digital evidence while the evidence is in his 

possession.  

The nature of digital/electronic evidence possesses unique challenges for ensuring its 

admissibility in the court of law. The forensic procedures that are created must be followed 

and these forensic procedures include many phases of which four are of great importance. 

These four phases include preservation and collection, examination, analysis and finally 

report.  

1) Preservation and collection phase: The aim of preservation and collection phase is firstly 

to provide the examination and analysis wing with as much as relevant data and 

information as possible and secondly its purpose is to ensure the integrity of the collected 

data and information. This phase aims at stopping and preventing any activities that can 

damage digital information.  

2) The examination phase: This phase helps to explain the origin and the significance of the 

evidence. This phase explains the state and content of the electronic evidence in a 

documented form and this document allows all the relevant parties to case. 
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3) The analysis phase: Analysis phase is different from the examination phase in a sense as it 

considers the product of the examination phase for its importance and evidentiary value to 

the decision of the case. 

4) The report or statement: The report or statement is the final document that is made after 

preservation, examination and analysis. This report contains a detailed explanation about 

the electronic evidence and explains in detail about all the above three phases 

simultaneously. 

It has been a long time since Pakistan has started paying attention to forensic science. A new 

corporation named as “Punjab Forensic Science Agency” (PFSA) for the digital forensics in 

Punjab province for the investigation of suspects using audio/video analysis, computer 

forensics, images, tablets, polygraph, gun equipment, photography, crime and demise etc.34 If 

we see the situation in other provinces than other provinces lack these forensic facilities and 

are far below in this forensic science   

2.4 Admissibility of Digital Evidence:  

The basic and general rules of admissibility of evidence are that, “the evidence must be 

relevant to the proof of any fact in issue, to the credibility of a witness or to the reliability of 

other evidence and the evidence must not be must not be inadmissible by virtue of some 

particular rule of law”.35  

Generally, four standards are applied for admissibility of electronic evidence. These are: 

1) The evidence must be relevant to the facts in issue. 

2) Electronic evidence must be authenticated. This is the most important and crucial step in 

admissibility of electronic evidence because it ensures the complete trust or distrust of any 

court on electronic evidence.36 Following steps are usually taken for the authenticity of 

electronic evidence: 

a) Authentication by testimony.37 

b) Authentication by Circumstantial Evidence.38 

                                                           
34 'Electronic Forensics in Pakistan' (waqeel.pk, 2022) <https://waqeel.pk/blog/electronic-forensics-in-

pakistan/> accessed 2 January 2022. 
35 Keane, A (1994); “The Modern Law of Evidence” (London: Butterworths). 
36 Lorraine v. Markel. 241 F.R.D. 534 (D. Md. 2007), p. 14. 
37 States v. Kassimu, 2006 WL 1880335 (5th Cir. Jul. 7, 2006) 
38 Orin S. Kerr, “Computer Records and the Federal Rules of Evidence”, [2001], US Department of Justice, 18. 
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c) Authentication by expert testimony.39  

d) Authentication by other technical methods like hashtags, meta-data etc.40 

3) If in the court's consideration the evidence is hearsay evidence then it is inadmissible. This 

rule is generally applicable where the data is stored or fed to the computer in manual form.41 

4) “Best Evidence Rule” which means that the evidence must be original, primary, real and 

direct. The printed duplicate copies are admissible as originals unless any challenges are 

raised by the opponent parties. Likewise in electronic data it means that the copies of 

electronic evidence produced through the mechanical process are exactly the same to the 

original ones.42   

Under Common Law electronic evidence is considered as reliable as physical evidence only 

if the above-mentioned standards are followed properly. In most of the European countries, 

there are three most common situations in which the electronic evidence is considered as 

equivalent to the traditional evidence.43 These are:  

a) The electronic document is considered equivalent to the paper document. 

b) Similarity of handwritten signatures with electronic signatures. 

c) Similarity of electronic mail with the post mail. 

There are many countries that give value to the electronic/digital evidence as documentary 

evidence at trial in the court of law. This is the case that is commonly practiced in majority of 

the countries including USA, UK, and Pakistan.44  

Under the laws of Pakistan, Article 164 of QSO, 1984 has resolved the problem related to the 

admissibility of electronic/digital evidence in the words, “that in such cases as the court may 

consider it appropriate it may allow any evidence to be produced that has become available 

because of modern devices and techniques”.45  

The legislature in its wisdom has amended the provisions of the QSO in terms of section 29 

of ETO 2002. The Second Schedule of ETO provides us with these amendments related to the 

                                                           
39 Ibid. 
40 Mason, “Electronic Evidence”, p. 254. 
41 Susan E.E.B. Sherman, Hearsay and Evidence in the Computer Emergency Response Team (CERT), p. 5 
42 Paul Rice, “Electronic Evidence: Law and Practice”, New York, ABA Publishing, 2005, p. 190. 
43 Insa, Fredesvinda. (2007), “The Admissibility of Electronic Evidence in Court (A.E.E.C): Fighting Against 

High-Tech Crime-Result of a European Study”, Journal of Digital Forensic Practice, 1:4, 29. available at: 

http://dx.doi.ord/ 10.1080/15567280701418049. 
44 Fredesvinda, “The Admissibility of Electronic Evidence”, p. 29. 
45 Muhammad Shahid Sahil v. State (PLD 2010 FSC 215) 
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QSO 1984. Article 46-A was added in QSO 1984 which provides for the relevancy of 

information generated, received or recorded by automated generated system46 where 

“automated” means “without active human intervention”.47  By adding an explanation to the 

Article 73 of QSO electronic/digital evidence was declared as primary evidence. While Article 

78-A provided for the proof of electronic signature and electronic document.  

After QSO 1984, ETO 2002 is the major law that is promulgated in Pakistan for the legality 

of electronic documents and electronic evidence. Section 3 of ETO has provided legal 

recognition to the electronic forms in the words “No document, record, information, 

communication or transaction shall be denied legal recognition, admissibility, validity or 

enforceability on the ground that it is in the electronic form and has not been attested by any 

witness.”48  

Criteria for assessing the admissibility of the information or document under Section 5 of ETO 

is that, “the same should remain complete and unaltered but at the same time it is also provided 

in the above quoted law that if there is any addition in instrument, and that arise in normal 

course, and the document is still complete and unaltered, that cannot be brushed aside”. 

2.5 Judicial precedents regarding admissibility of electronic/digital evidence in Pakistan: 

 In this subchapter judicial precedents regarding the admissibility of electronic/digital 

evidence in the legal system of Pakistan will be discussed. Following are some of the cases in 

which rules and principles are set forth for the admissibility of electronic evidence in the 

judicial system of Pakistan.  

2.5.1. Ishtiaq Ahmed Mirza vs. Federation of Pakistan, etc.49 

A detailed judgment relating to the rules and principles regarding the admissibility of 

electronic evidence and evidence available through modern means. In this case a detailed 

discussion has been done by the apex court in terms of admissibility of evidence through 

modern means in the light of precedents and a list of different points have been given which 

                                                           
46 QSO 1984, Article 46-A 
47 ETO 2002, s 2(h).  
48 ETO 2002, s 3. 
49 PLD 2019 SC [675]. 
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are to be considered while relying upon such electronic evidence in any case before any court 

of law within Pakistan. 

Brief Facts: Mr. Muhammad Arshad Malik was the judge on deputation of Accountability 

Court no II, Judge Arshad Malik had convicted and sentenced Ex-Prime Minister of Pakistan 

(Mian Muhmmad Nawaz Sharif) in connection with a case filed by the National 

Accountability Bureau (NAB). After the conviction an appeal was filed against the said 

conviction within the High-Court of Islamabad by the appellant. The appeal was still pending 

before the High-Court, during the pendency a media briefing and media talk was made by 

Maryam Nawaz Sharif daughter of the convicted Ex-Prime Minister, during the media-

briefing Maryam Nawaz Sharif accused the Accountability Court-II Judge that he had met his 

old friend Nasir Butt and expressed his remorse on conviction of Ex-Prime Minister and has 

also confessed that he had convicted the accused under the pressure and undue force from 

certain individuals without there being concrete evidence available against him, he also 

confessed in the video that those certain individuals asked him to give the decision of the case 

against Nawaz Sharif or else they will leak an embarrassing video of him from the past. The 

judge admitted to have convicted the Ex-Prime Minister succumbed to pressure and sentenced 

him, now he wanted to help Nawaz in the appeal petition that was still pending in the High-

Court in order to rectify the wrong done by him in the trial court. This meeting was recorded 

by means of a video camera by stenographer Nasir Butt who was also there in the meeting 

that was held in between Arshad Malik and Nasir Butt. This recorded video in some parts was 

played by Maryam Nawaz Sharif in the media briefing.  

After that the Judge of Accountability Court-II made a press release to defend himself against 

the accusations made against him in the media briefing done by Maryam Nawaz Sharif that 

the conversation shown between him and Nasir Butt has been twisted and altered that he was 

offered bribe by the Sharif family to cooperate with the Nawaz Sharif and acquit him from the 

cases before the trial court, the judge said that he did not fall for those threats and pressure 

and as he had already acquitted the Ex-Prime Minister in another Reference being tried yet he 

had convicted him and sentenced the Ex-Prime Minister purely on merit basis and accordingly 

to the facts,issues and evidence presented before him. After the press release an affidavit was 

submitted by the Judge of the Accountability Court in the High-Court of Islamabad, that 
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affidavit contained more details regarding the pressure and undue force applied on the judge 

and the bribe offered to him by certain persons to acquit one of the accused persons.  

After these two incidents an uproar among different section of the society and country 

demanding an immediate investigation into the controversy and three constitutional petitions 

(Constitutional Petition No. 10,11 and 12 of 2019) were filed within the Supreme Court of 

Pakistan to form an inquiry commission to dig out the truth of the, “allegations and counter-

allegations”, to initiate contempt of court proceedings against all the relevant persons, to 

constitution a judicial commission to look into the controversy and find out the truth so that 

the dignity, grace and independence of the honorable courts of this country remain 

impeccable.  

Issues in the case: 

Following are the issues that have been discussed in detail by the Honorable Supreme Court 

of Pakistan in the said case:  

“1: Which is the Court or the exact forum that can attend the video in controversy for any 

meaningful consideration in the case of Muhammad Nawaz Sharif? 2: How can the 

recorded video be established as a genuine piece of evidence? 3: How is the concerned 

video to be proved before any court of law after it is established to be a genuine piece of 

evidence? 4: What will be the effect of the recorded video upon the conviction of Nawaz 

Sharif, if it is established to be a genuine piece of evidence and duly proved before the 

concerned court?” 

Requirements for proving any video or audio tape evidence:  

A detailed discussion has been made in this case and a list of points have been enlisted to 

prove any evidence available through electronic means. The requirements for proving an 

audio or video tape or any electronic evidence discussed are that: 

1. Any audio or video tape cannot be relied upon in any court of law until it is proved 

that such evidence is genuine and not altered or manipulated. 
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2. Under Article 164 of QSO, 198450 it is totally upon the decision of the court to 

admit any evidence that has become present on the record through modern 

devices.51 

3. If a court allows “an audio tape or video record to be produced in the court then 

such evidence has to be proved in accordance with the law of evidence” which 

means that such evidence on record needs to be authentic and reliable and without 

any risk factors of alteration or changes.52 

4. A forensic report given by the “Punjab Forensic Science Agency” PFSA in terms 

of any audio tape or video record is acceptable as evidence53 before any court in 

accordance with the rules provided under section 9(3) of Punjab Forensic Science 

Agency (PFSA) Act, 2007.54  

5. Accuracy of such recorded audio or video evidence has to be proved so that no risks 

of alteration and manipulation to the evidence are left. 

6. Any audio tape or video evidence that is desired to be produced before the court 

must be the original record of the conversation when it was recorded or when that 

conversation took place. 

7. The person by whom the evidence is recorded himself has to be present before the 

court. 

8. The person who has recorded such evidence which includes, “audio tape or video 

record” must produce the evidence himself in the court.55 Such evidence of “audio 

tape or video” recording must be played before the court. “Audio tape or video 

evidence” must be clearly “audible or viewable”.56 

                                                           
50 Qanun-e-Shahadat Order, 1984 Article [164], “Production of evidence that has become available because of 

modern devices, etc.: In such cases as the Court may consider appropriate, the Court may allow to be produced 

any evidence that may have become available because of modern devices or techniques.’’ 
51 Mst. Rukhsana Begum v District Judge, Karachi (East), etc. NLR [1987] Civil 799.  
52 Asfandyar and another v Kamran and another, [2016] SCMR 2084. 
53 Muhammad Irfan v The State and another, [2018] P.CR.L.J 1319. 
54 Punjab Forensic Science Agency Act, 2007. s. 9(3) “A person appointed in the Agency as an expert shall be 

deemed as an expert appointed under section 510 of the Code and a person specially skilled in a forensic material 

under Article 59 of the Qanun-e-Shahadat Order, 1984 (X of 1984).” 
55 Ammar Yasir Ali v The State, [2013] P.Cr.L.J. 783. 
56 Ibid. 
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9. The individual who has recorded the conversation in audio tape or video must be 

able to recognize the voice of the person speaking in case of audio tape evidence or 

recognize the voice and identify the person in case of video record evidence.57  

10. The voice or the individual may be, “identified by any person, who recognizes such 

voice or person, other than who has recorded the event.” 

11. Any other person who was present in the event where the conversation was 

recorded may also testify in support of the identification.58 

12. The voices recorded in the audio tape or the video record must be properly 

identified. 

13. The evidence that is desired to be presented in front of court must be relevant to the 

case and admissible under the relevant law. 

14. It must be proved that the process from preparation of such evidence till production 

was safe and evidence was obtained without any risks of manipulation or 

alteration.59 

15. The “transcript” of the electronic/digital evidence including “audio tape or the 

video record” must be created under independent supervision and produced before 

the court.60 

16. The person who has recorded such evidence must be the one who has done such an 

act under his routine and ordinary duty and was not the one who has recorded any 

such type of evidence for personal gains or to harass any particular person.61 

17. The source from whom such type of record has been obtained must be disclosed. 

18. The person who is producing such evidence before the court has to disclose the date 

on which such audio tape or video evidence was acquired by him. 

19. If any “audio tape or video record” evidence is produced at a later stage during the 

trial proceedings such evidence will be considered as suspicious. 

20. The person who desires to produce any electronic evidence on the record must file 

a formal application before the court.  

                                                           
57 Asfandyar and another v Kamran and another, [2016] SCMR 2084. 
58 Munas Parveen v Additional Sessions Judge/Ex-Officio Justice of Peace, Shorkot and others, PLD [2015] 

Lahore 231. 
59 Yasir Ayyaz and others v The State, PLD [2019] Lahore 366. 
60 Islamic Republic of Pakistan vs. Abdul Wali Khan PLD [1976] SC 57. 
61 Ibid. 
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Judgment: 

 The Apex Court disposed of all the three constitution petitions giving some observations 

regarding the issues related to the controversial video recording. Since, investigations were 

already initiated by the Federal Investigation Agency therefore;  

“It might not be appropriate for this Court to interfere into the matter itself or to get the matter 

probed into by forming any Commission at such a pre-mature stage”  

The Apex Court gave a detailed decision regarding the admissibility of audio tape and video 

evidence and the prerequisites required for the admission of such evidence. The power 

regarding the admissibility of the controversial video lies within the ambit of the appellate 

court that is High-Court’s jurisdiction, and it can take  evidence as additional evidence under 

section 428 Cr.P.C. and all the constitutional petitions were disposed off  

2.5.2) Shafqat Masih and others vs. The State and others62: 

 In this recent judgment by the Lahore High-Court, scope of evidence through modern devices 

that is Short Messaging Service (SMS) has been discussed and declared that SMS comes 

within the ambit of the electronic evidence and evidence through modern means, thus is 

admitted in the courts of Pakistan. 

Brief Facts:  

Muhammad Hussain who was complainant received SMS from an unknown mobile number 

on his cell phone which were derogatory and sacrilegious, an F.I.R was lodged and the accused 

Shagufta Kausar, in whose name the sim was registered, was arrested along with her husband 

Shafqat Masih. The trial was conducted, both the accused were found guilty and convicted 

with imprisonment and death sentence under different provisions of law by the Additional 

Session Judge.  

Issues:  

An appeal was filed in the High Court of Punjab by the convicted persons on the grounds that 

the Additional Sessions Judge had failed to appreciate the prosecution evidence in accordance 

with the law which in result had caused serious miscarriage of justice and that the evidence 

presented by the prosecution is unreliable and fabricated. Thus, extra-judicial confessions 

made by the appellants were not admissible, the judicial confession made by the appellant 

                                                           
62 2021 MLD 1415 
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before the investigation officer was not admissible and the confession of Shafqat cannot be 

used against his wife Shagufta. The SMS were produced at a late stage and there was delay in 

lodging and F.I.R.  

Admissibility of SMS as evidence:   

The courts discussed in detail the admissibility of electronic evidence in the judicial system 

by stating that globally courts are increasingly reliant upon  evidence produced through 

electronic means and modern technology. In Pakistan Article 164 of QSO, 1984 paves the 

way for the admissibility of the evidence that is available because of computer devices and 

modern techniques, “In such cases as the court may consider appropriate, the court may allow 

to be produced any evidence that may have become available because of the modern devices 

or techniques.”63 Conviction and sentencing   due to evidence through modern devices or 

techniques is legal. In para 14 of the judgment, it is said that, “The Article 164 of QSO is an 

enabling provision. The procedure as to prove the evidence that has become available because 

of the modern devices and techniques is laid down in the Articles 46-A and 78-A of QSO, 

1984 and the Electronic Transaction Ordinance, 2002”. In Ishtiaq Ahmed Mirza and others 

Vs. Federation of Pakistan64, the Honorable Supreme Court held that “this has smoothened 

the procedure to receive such evidence”. 

SMS, a term which is used for Short Messaging Service is commonly known as texting, is an 

important form of communication and most widely used around the world.  

SMS is covered under the ambit of Article 164 of QSO, 1984 and is admissible to prove a fact 

in case, subject to following conditions:  

1) The fact that is required to be proved through producing such modern device evidence must 

be relevant to the case, that is it must be helpful and of consequence to the determination 

of the case. 

2) The text that is SMS is not hearsay evidence. 

3) The authenticity and reliability of the evidence through modern devices and techniques 

must be established at the trial stage.  

4) There are some situations in which the authorship of the message has to be proved through 

further confirming circumstances.  

                                                           
63 Qanun-e-Shahadat Order, [1984] Article 164. 
64 PLD [2019] SC 675 
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Judgment:  

The Court while deciding the appeal looked into different matters regarding the case and came 

to the conclusion that courts were duty bound to decide cases on merits and based on evidence 

available on the record without being influenced by emotions, and in such alleged heinous 

crimes Courts must be more cautious. Records of cross-examination revealed that nobody saw 

the accused author make such sacrilegious messages, since those texts were in Roman English 

it was doubtful that the accused being semi-literate was the author of the  texts. Alleged 

confession of the accused was inadmissible and furthermore it was recorded in English 

language which was not the native language of the accused. On a review of the evidence the 

High-Court observed that prosecution had failed to establish charges against the accused, the 

impugned judgment of the district court was set-aside and the accused was acquitted. Appeal 

was allowed and the death sentence awarded to the appellants was not confirmed.  

2.6) Some judicial precedents regarding the admissibility of evidence available through 

modern techniques and means:  

Briefly discussed are some of the cases in which the evidence available through electronic 

means has been accepted and admitted in the Courts of Pakistan. 

In Ali Haider alias Papu vs. Jameel Hussain65 , the importance of the modern forensics 

techniques and science under the criminal justice system has been explained. Under para 4 of 

the judgment, it is said that, “The Article 164 of QSO is our gateway to allow modern forensic 

science to come into our courtrooms. Article 164 provides that the conviction on the basis of 

the modern devices and techniques may be lawful. Article 164 of QSO read with Article 59 

allows modern forensics to enter the courts through valued and credible scientific opinions of 

experts as evidence on the record in order to dig out the truth.” 

Similarly,  in The State vs. Ahmed Omer Sheikh66  it was declared that, “Not disclosing the 

source of obtaining the electronic evidence such as video recording and not confirming the 

same forensically for the authenticity of it not being tempered or altered would affect the 

admissibility of such evidence and such evidence would be of no value.”  

                                                           
65 [2021] PLD 362 SUPREME-COURT. 
66 [2021] SCMR 873 SUPREME-COURT. 
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Furthermore, in Malik Khalid Pervez vs. State67 , it was held that, “Mere production of CDR 

data without transcripts of the calls or end to end audio recording could not be considered as 

evidence worthy of reliance and cannot be used as evidence in the trial. It must also be 

established that the persons on both sides of the call record are the same person whose call 

records were being used as evidence.” It was also observed in the same case that, “the evidence 

through automated information system was admissible under the Article 164 of QSO and in 

case of denial of such evidence, law requires that such evidence generated through the 

automated system must be proved in accordance with the law.” 

In Yasir Ayaz vs. State68 , it was stated that, “Article 164 of QSO had revolutionized the 

scope to accommodate modern innovative techniques to secure, preserve and reproduce the 

information available through electronic means. The said provision of law provides a process 

and mechanism to bring on record any evidence that is available through visual, audio, digital, 

sonic or biological and other means on the basis of information capable to establish or negate 

any fact in issue in the concerned case and are subject to certain integrity of the obtaining 

process and procedures, such evidence is duly qualified.” 

 In Muhammad Sohail alias Samma vs. State69  the Court declared, “that evidence recorded 

through modern devices was admissible in the court of law.”   

2.7. Conclusion 

Electronic evidence is such evidence that is available because of modern technology and 

electronic devices. Electronic evidence is admissible in Pakistan under the provisions of QSO, 

1984 and ETO 2002. A body of judicial precedents exists to circumvent ambiguities relating  

to it  and its admissibility in law.  . Judiciary has welcomed the use and reliance on digital 

evidence in concluding cases and pronouncing judgements.   

The law on evidence in Pakistan is set out in the Qanun-e-Shahadat Order, 1984 which is the 

primary document pertaining to rules of evidence. .  It governs the law related to the evidence 

in all Courts across Pakistan. Electronic Transaction Ordinance, 2002 is also an important law 

recognizing the legality of electronic and digital medium. Article 164 of QSO has paved the 

way for admissibility of evidence available through modern devices and techniques. The 

                                                           
67 [2021] SCMR 522 SUPREME-COURT. 
68 PLD [2019] 366 LAHORE-HIGH-COURT-LAHORE. 
69 [2019] P.Cr.L.J 655 LAHORE-HIGH-COURT-LAHORE.  
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scope of Article 164 has been explained in many precedents given by the Apex Court as well 

as the High Courts. However, a legal lacuna   exists due to a lack of rules and regulations on 

the preservation, collection, storage, and extraction processes and techniques for electronic 

evidence such  that its credibility is not   compromised. This requires an assessment as well 

as modeling on laws around the world on this subject and development of  an exhaustive and 

detailed legislation  setting out the  processes required for collecting and preserving 

electronic/digital evidence.  

 

Recommendations: 

 After a detailed discussion on the admissibility of electronic evidence in Pakistan, as well as 

a consideration of various jurisdictions and an assessment of the relevant precedent,, the 

following recommendations are made:  

1. More significance should be placed on electronic/digital evidence in its 

admissibility as well as its appraisal and the weight of such evidence. 

2. Procedure rules should be introduced setting out a detailed guideline for the 

preservation, collection, storage and extraction of electronic/digital evidence. 

3. Guidelines should be framed for the checks on integrity, reliability and 

authenticity of electronic/digital evidence. Teams of experts able to collect and 

preserve such evidence should be introduced in our policing system. Such teams 

should exist in every district of Pakistan and should be responsible for the 

collection, storage and extraction of electronic evidence. 

4. This team must be experts on collection and preservation of such evidence with 

the requisite skills necessary.  

5. Provincial Forensic Agencies should be introduced such as the Punjab Forensic 

Science Agency.  

6.  Following the judgment in Ishtiaq Ahmed Mirza and others vs. Federation of 

Pakistan70  which sets out the requirements for the admissibility of “audio tape 

or video record” as evidence; legislation should be enacted for the “preservation 

and collection” of electronic/digital evidence to maintain and ensure its 

integrity.  

                                                           
70 PLD 2019 SC [675]. 
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